Hawthorndene

Hawthorndene Primary School OSHC .§C
Privacy and Confidentiality Policy

NQS

QA7 7.1 Governance; Governance supports the operation of a quality service

7.1.1 Service philosophy and purposes; A statement of philosophy guides all aspects of the service’s
operations

7.1.2 Management systems; Systems are in place to manage risk and enable to effective management and
operation of a quality service

7.1.3 Roles and responsibilities; Roles and responsibilities are clearly defined and understood and support
effective decision-making and operation of the service

7.2 Leadership; Effective leadership builds and promotes a positive organisational culture and professional

learning community

National Regulations

168 Education and care services must have policies and procedures

170 Policies and procedures to be followed

171 Policies and procedures to be kept available

177 Prescribed enrolment and other documents to be kept by approved provider
181 Confidentiality of records kept by approved provider

183 Storage of records and other documents

Related Legislation
- Child care subsidy Secretary’s rule 2017
- Family Law ACT 1975
- Anew Tax System (Family Assistance) at 1999
- Child care Subsidy Minister Rules 2017
- Family Assistance Law — Incorporating all related legislation as identified within the Child Care Provider
Handbook

Privacy is acknowledged as a fundamental human right. Our Out of School Hours Care (OSHC) Service has an ethical
and legal responsibility to protect the privacy and confidentiality of children, individuals and families as outlined in
the Early Childhood Code of Ethics, Education and Care Services National Regulations and the Privacy Act 1988
(Cth). The right to privacy of all children, their families, and educators and staff of the OSHC Service will be upheld
and respected, whilst ensuring that all children have access to high quality early years care and education. All staff
members will maintain confidentiality of personal and sensitive information to foster positive trusting relationships
with families.

Purpose

To uphold the confidentiality of information and files relating to children, families, staff, and visitors at all times, our
OSHC Service is committed to protecting the privacy and confidentiality of all personal records. We do this through
ongoing review and improvement of our systems for storing and disposing of information. All records are kept
securely and are only accessed or released to individuals who have a legal right to the information. Our Service
prioritises data integrity and is dedicated to protecting records from unauthorised access, ensuring that data is
accessible to authorised individuals when required. This policy outlines the procedures to ensure that all data is
stored, used, and accessed in line with relevant policies and legal requirements.

Implementation
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Under Section 263 of the National Law, Early Childhood Services must follow Australian privacy laws, including the
Privacy Act 1988. This law protects people's personal information. The Privacy Act includes 13 Australian Privacy
Principles (APPs), which outline how services should collect, use, store, and share personal information.

The Notifiable Data Breaches (NDB) scheme also applies. It requires Early Childhood Services, Family Day Care
Services, and Out of School Hours Care Services to inform the Office of the Australian Information Commissioner
(OAIC) and anyone affected if a data breach is likely to cause serious harm.

If a service thinks a data breach may have happened, it must quickly look into it to see if serious harm could result.
Breaking any of the privacy principles is considered a breach of privacy and can lead to legal consequences and
penalties.

Privacy and Confidentiality at Our OSHC Service — What Families Need to Know

At our OSHC service, we take your family’s privacy seriously. Here’s how we work to protect your and your
child’s personal information:

Our Responsibilities

- We follow Australian privacy laws, including the Privacy Act 1988, and the rules set by the
Education and Care Services National Law.

- We follow 13 Australian Privacy Principles that guide how we collect, use, store, and share
personal information.

How We Handle Your Information
We make sure you know:

- The name and contact details of our service.

- What information we collect about your child and family, where it comes from, and why we collect
it.

- Who can access this information (only people who are legally allowed to).

- How we collect, store, use, and safely dispose of your information.

- That all information is stored securely and protected from unauthorised access.

Educators and Staff Will:

- Read and follow the Privacy and Confidentiality Policy at all times.

- Keep all child information and photos safe and only allow access by the child’s parent or guardian.

- Make sure records and documents stay at the service.

- Report to management if any images of children are shared inappropriately (such as on social
media).

- Never use personal electronic devices (phones, smartwatches, etc.) around children.

- Only give families access to their own child’s records.

- Handle private information respectfully and professionally.

- Only discuss children with their families or for planning purposes (not in public or without
permission).

- Keep passwords private and do not share them.

- Store and protect documents in line with our policy.

- Direct all media or press questions to management.
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Families Will;

- Read and understand the Privacy and Confidentiality Policy and Family Conduct Guidelines when
enrolling.

- Make sure their personal information is accurate and kept up to date.

- Follow our Complaints and Grievances Policy if they have any concerns about privacy.

- Share and update any court orders or parenting plans with the service.

- Not share other people’s personal information (including other children, families, or staff).

- Not share images or videos from the OSHC app, Facebook page, or special events in any format,
including on social media.

- Understand that staff cannot and will not share information about other children, families, or staff
members without written consent.

Using Images and Videos

- We always ask for your written permission before taking or using any photos or videos of your
child.

- We explain how these images will be used or shared.

- Families are asked not to share photos or videos taken at the service (for example, through apps or
on social media).

- Personal devices like phones or smartwatches are not allowed to be used for taking photos or
videos in children's areas—this applies to everyone: staff, visitors, and families.

- Only service-approved devices are used to take and store images or videos of children.

Keeping Information Safe

- Personal data is backed up and stored safely.

- All computers are password-protected and use security software.

- Child and staff files are kept in locked rooms

- Only people who need access to private information (for legal or care reasons) are allowed to see
it.

Sharing Information
- Families can access their own child’s records at any time.
- We follow court orders when it comes to who can access or share information.

- We will not share personal or sensitive details about your child or family unless:

- You give written permission, or
- We are required to by law.

If There’s a Privacy Issue
- We deal with privacy complaints seriously and fairly, following our complaints policy.
- Ifthere’s a data breach (when private information is accidentally shared or lost), we follow strict

steps to manage the situation and notify anyone affected.

Ongoing Checks
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- We review our privacy practices every year or after any issue to make sure we’re doing the right
thing.

- Staff leaving the service are reminded they must continue to keep all private information
confidential.

Method of collection

Information is generally collected using standard forms at the time of enrolment. Additional information
may be provided to the Service through email, surveys, telephone calls or other written communication.
Information may be collected online through the use of software such as CCS software or program
software.

Disclosing personal and sensitive information
Our Service will only disclose personal or sensitive information to:

- athird-party provider with parent permission (for example CCS software provider)

- Child Protection Agency- Office of the Children’s Guardian and Regulatory Authority as per our Child
Protection and Child Safe Environment Policies

- as part of the purchase of our business asset with parental permission

- authorised officers (for example public health officer)

- the regulatory authority or an authorised officer

- as expressly authorised, permitted or required to be given by or required to be given by or under any Act or
Law

- with the written consent of the person who provided the information with the written consent of the person
who provided the information (written consent may be withdrawn at any time).

Breach of Policy

Staff members or educators who fail to adhere to this policy may be in breach of their terms of employment, staff
members who engage in unauthorised disclosure of confidential or sensitive personal information may face
disciplinary action. Visitors or volunteers who fail to comply to this policy may face termination of their
engagement.

Related Policies

- Administration of Authorised Medication
- Child protection

- Educator and Management

- Enrolment and Induction

- Excursions and transport

- Fees, bookings and payment

- Incident, Injury, Trauma & Iliness

- Infectious diseases

- Medical conditions

- Policy and procedure review

- Dealing with complaints and grievances
- Student use of mobile phones and personal devices
- Code of conduct

- Additional needs

- Determining responsible person

- Administration of First Aid

- Participation of Volunteers and students
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Educators accessing OSHC for children In their care
Child safe environments
Media policy

Sources

Australian Children’s Education & Care Quality Authority.

(2014) Australian Children’s Education & Care Quality Authority. (2023). Guide to the National Quality
Framework.

Australian Government Department of Education. Child Care Provider Handbook (2023)
https://www.education.gov.au/early-childhood/resources/child-care-provider-handbook

Australian Government Office of the Australian Information Commission — Australian Privacy Principles:
https://www.oaic.gov.au/privacy-law/privacy-act/australian-privacy-principles

Early Childhood Australia Code of Ethics. (2016).
Education and Care Services National Law Act 2010. (Amended 2023).

Education and Care Services National Regulations. (Amended 2023).

Privacy Act 1988.

Revised National Quality Standard. (2018).

UN General Assembly (1989) United Nations Convention of the Rights of a child

Review

Approved by Hawthorndene School Governing Council 23/06/2025

The policy will be reviewed annually by:

Management
Employees

Families

HPS Governing Council

Date for Next Review: May 2026

Last reviewed By who Changes made
New Policy Lauren, OSHC Committee - New Policy (had parts of confidentiality in many other policies
and Governing Council however needed a stand alone policy)
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