
 

Hawthorndene Primary School OSHC 

Cyber Safety and Media Policy 
 

NQS 

QA2 2.2 Safety; each child is protected  
2.2.1 Supervision; At all times, reasonable precautions and adequate supervision ensure children are 

protected form harm and hazard  
2.2.3 Child protection; Management, educators and staff are aware of their roles and responsibilities to 

identify and respond to every child at risk of abuse or neglect 
QA3 3.2.2 Resources, materials and equipment are sufficient in number, organised in ways that ensure 

appropriate and effective implementation of the program and allow for multiple uses (introducing 
appropriate tools, technologies and media to enhance children’s learning). 

QA7 7.1.2 Management system; Systems are in place to manage risk and enable the effective management 
and operation of a quality service.  

7.3.5 Service practices are based on effectively documented policies and procedures that are available 
at the service and reviewed regularly. 

 

National Regulations 

Policy statement  
Media use in OSHC is planned to support children’s development across a range of areas. Staff encourage feedback from 
children and families about media activities and resources. The aim of this policy is also to ensure that our service, 
children, educators or families are not compromised on social media, and that social media usage complies with the 
principles set out in our Code of Conduct. 
 

Good judgement and common sense must be used to ensure that the reputation of Hawthorndene OSHC, its employees 
and stakeholders are not harmed during the use of social networking media.   Once something is placed online, it 
spreads quickly and cannot be retracted. We are committed to ensuring that technology is integrated into children’s 
play, leisure experiences, projects and practices. We support the appropriate use of technologies by children and 
educators and recognise that the children in our care will experience and engage with many forms of electronic media 
both in and out of the service. Our aim is to encourage all children to use and access information and communication 
technologies to express ideas, access images and information, and explore diverse perspectives, engaging these tools for 
designing, drawing, editing, and composing but we also believe that any use of social media must not place at risk the 
safety, health or wellbeing of children, educators, families or visitors at the service (My Time, Our Place Outcome 1 & 5). 
 

Definitions 
ICT: Information and Communication Technologies 
Cyber safety: Safe and responsible use of the Internet and equipment/device, including mobile phones 
 

Background 
Cyber Safety encompasses the protection of users of technologies that access the Internet, and is relevant to devices 
including computers, iPads and tablet computers, mobile and smart phones and any other wireless technology (including 
personal wearable devices- smart watches). With increasingly sophisticated and affordable communication technologies, 
there is a candid need for children and young people to be informed of both the benefits and risks of using such 
technologies. More importantly, safeguards should be in place to protect young children from accidentally stumbling 
upon or being exposed to unsuitable material or content. 

Regs 84 Awareness of child protection law 

168 Education and care services must have policies and procedures  

181 Confidentiality of records kept by approved provider 

195 Application of Commonwealth Privacy Act 1988  

196 Modifications relating to National Education and Care Services Privacy Commissioner and staff  



 

Benefits of media use in OSHC  
- Children gain confidence with media through play, having opportunities to use media independently and with 

peers.  
- Media play supports peer group play and the development of social skills such as cooperation, negotiation, turn 

taking and peer tutoring.  
- Access to computers, the Internet and software can encourage the development of skills including literacy, 

numeracy and inquiry.  
- Media play complements traditional play by providing opportunities for creative extension.  
- Television, music, video games, DVDs and computers provide entertainment and educational opportunities.  
- Children’s media play in OSHC is more public, social and collaborative than at home.  
- Media use in OSHC is different from school where children’s time is often more structured and less creative. 
- Most OSHC services provide a combination of electronic technologies that support children’s play and learning – 

iPads & apps, music, video games, DVDs and computers. 
 

Electronics in Hawthorndene OSHC (iPads/tablets, computers, Wii/video games, TV) are updated frequently to ensure 
modern and appropriate content, games, etc. All computers are run on the same server as the school; all filters and 
blocks on social media and inappropriate content is in line with the school and their policies.  
 

The physical environment has been considered when positioning all computers – staff can see screens from anywhere in 
the room and students are unable to cover, turn, or hide the screens.  
 
Students may use their own flash drives in OSHC computers for the purpose of completing homework only.   
 

Some key features of children’s use of video games and computers in OSHC:  
- Children play in pairs and groups or individually for homework/research 

- Children may spectate and coach in group games (wii, playstation), but cannot stand and watch computers 

- Time limits apply to all electronics and children may not sign up to screens more than once in an 

afternoon/morning 

- Rosters help players take turns in sequence and help maintain equitable access  

- Established rules and public view of activities encourage children’s self-regulation 
 

Unacceptable social media behaviour refers to anything on social media that: 
- Has the potential to bring the service or the school age care sector into disrepute. 

- Discloses or discusses the service’s confidential information. 

- Could be viewed as derogatory towards, or disparaging of staff, families, management, visitors, children or 

support agencies. 
 

Educators will: 

- Consider the content and message of movies, electronic games & other devices and discuss these with children 

when deciding what is acceptable for them to engage with. 

- Not use a personal camera or mobile phone to take photographs or video at the service or during excursions 

(staff iPad is reserved for this purpose) 

- Directors responsible for updating the Facebook page must not post names or recognisable photographs (faces) 

of staff, children, visitors or family members without explicit written permission. Photos/videos with blurred/no 

faces are acceptable. Staff will also not post details on any social media regarding excursions or upcoming social 

outings in advance of the event. 

- Ensure that pirated DVDs or electronic games must not be used, as this is an illegal activity.  

- Ensure that only G and PG ratings are used in the service or on excursions. Signed permission Is sort from 

parents on Enrolment form 
 

Families and Visitors: 

- May not use a personal camera or mobile phone to take photographs at the service or during excursions unless 

they are only taking images of their own child. 

- Must not post information about the service, staff, management, families or any matters relating to the service 

on a social networking site. 

- Must not use social media to harass or bully others. 
 

Students: 



 

- May not access a social networking site (Facebook, Twitter, etc.) 

- May only use electronic media at the times specified by staff.  

- Must leave mobile phones either in school bags or in the office at all times unless specific permission to use the 

mobile phone has been granted by the educators. 

- Must take responsibility for any electronic devices they bring from home. 

- Must not use social media to harass or bully others. 

 

CCS software  
Our OSHC Service uses Spike which is a third-party software system to access the Child Care Subsidy System (CCSS). The 
software is used to manage the payment and administration of the Child Care Subsidy (CCS). 
 
Review of CCS software: The approved provider will ensure the CCS software has policies and procedures regarding safe 
storage of sensitive data before using the software, the approved provider will review the privacy policy of the CCS 
software on a yearly basis or as required. The approved provider will review any potential threats to software security on 
a regular basis. The director/ nominated supervisor will advise the approved provider as soon as possible regarding any 
potential threat to security information and access to data sensitive information. Any breaches of data security will be 
notified to the Office of the Australian Information Commissioner (OAIC) by using the online Notifiable Data Breach 
Form. 
 
The approved provider will ensure all Personnel using the software will have their own log in username and password. 
Authorised users are encouraged to change their passwords every 6 months. Each Personnel who is responsible for 
submitting attendances and enrolment notices to CCS will be registered with PRODA as a Person with Management or 
Control of the Provider or as a Person with Responsibility for the Day-to-Day Operation of the Service. The approved 
provider will review staff log ins on a yearly basis and ensure this procedure is followed by all staff who access CCS 
software to submit data to CCS. 
 

Cyber Bullying  
Schools in all jurisdictions have policies related to bullying, including online, or cyber bulling. Our OSHC Service has a duty 
of care to children under various legislative frameworks to ensure the environment is safe, inclusive, respectful and free 
from risk of harm. We reject all forms of bullying behaviour.  
Educators, Families and staff will respond appropriately to cyberbullying by reporting this behaviour immediately to 
management and seek further advice from the police. Our OSHC Service implements strategies suggested through 
Bullying. No Way! 
 

Breach of Policy  
Any breaches of this policy will result in an inquiry, firstly resulting in technology privileges being revoked and, in more 
serious cases, termination of employment in the case of educators or termination of child’s placement at the service in 
case of breaches by families or children. Very serious breaches may also result in legal action being taken by the service. 

 

Related Policies  

- Child protection 
- Child safe environment’s 
- Code of Conduct 
- Educator and management  
- Privacy and Confidentiality Policy  
- Student use of mobile phones and personal devices 

 
Resources and Sources 

- Australian Government eSafety commission https://www.esafety.gov.au/educators Bullying. No Way! 
www.bullyingnoway.gov.au 

- SCAMWATCH (Australian Competition & Consumer Commission: This website has been set up to receive 
information on scams that can then be provided to the public. To report an online scam or suspected scam, 
use the form found here: https://www.scamwatch.gov.au/report-a-scam 

http://www.bullyingnoway.gov.au/
https://www.scamwatch.gov.au/report-a-scam


 

- More information on online fraud and scams can be found on the Australian Federal Police website: 
https://www.afp.gov.au/what-we-do/crime-types/cyber-crime 

- Australian Children’s Education & Care Quality Authority. (2014).  
- Australian Children’s Education & Care Quality Authority. (2023). Guide to the National Quality Framework.  
- Australian Government eSafety Commission (2020) www.esafety.gov.au  
- Australian Government Department of Education. Child Care Provider Handbook (2023) 

https://www.education.gov.au/early-childhood/resources/child-care-provider-handbook 
- Australian Government Office of the Australian Information Commissioner (2019) 

https://www.oaic.gov.au/privacy/notifiable-data-breaches/about-the-notifiable-data-breaches-scheme/ 
- Early Childhood Australia Code of Ethics. (2016).  
- Education and Care Services National Law Act 2010. (Amended 2023).  
- Education and Care Services National Regulations. (Amended 2023).  
- Privacy Act 1988.  
- Revised National Quality Standard. (2018).  

 

Approved by Hawthorndene School Governing Council 23/06/2025 

Review  

The policy will be reviewed annually by: 

­ Management 
­ Employees 
­ Families  
­ HPS Governing Council  

 

Last reviewed By who Changes made 

April 2025 Lauren  - Small wording changes  
- Layout change to new Policy format 
- Added in section on CCS software 
- Added in section regarding Cyber bullying  
- Added in Resources and sources  

 

https://www.afp.gov.au/what-we-do/crime-types/cyber-crime
http://www.esafety.gov.au/
https://www.education.gov.au/early-childhood/resources/child-care-provider-handbook
https://www.oaic.gov.au/privacy/notifiable-data-breaches/about-the-notifiable-data-breaches-scheme/

